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SWC | TECHNOLOGY PARTNERS

Statement of Work (SOW)

This Statement of Work will be incorporated into the Contract for Technical Consulting Services dated August
18, 2008 and that certain Services Agreement with an Effective Date of May 17" 2006 between SWC
Technology Partners Inc. (“SWC") and Village of Orland Park (“VOP").

All terms and conditions of the Services Agreement not modified herein remain in full force and effect for the
Term of the Agreement.

1. Obijective and Scope of Project

The scope of this project is to migrate the existing Symantec Gateway Security (*SGS") firewall appliance to a
Cisco ASA 5510 (“ASA") firewall cluster for high availability at the Village office located in Orland Park. Testing
of application functionality after the changes have been implemented will be performed by VOP Staff.

2. Scope of Services

Changes to be implemented are as follows:

Firewall migration process planning.

Coordinate required DNS changes for VOP domains.

Perform initial firewall configuration based on existing SGS configuration.

Migrate 41 existing access rules, 15 IP Translations from SGS to ASA.

Implement SSL VPN tunnel for remote access by VOP staff, configure 3 VPN users, and provide
knowledge transfer to VOP staff for creation of additional users.

Install and configure Cisco Advanced Intrusion Prevention service module.
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SWC will perform the above firewall migration on a time and materials basis during normal business hours.

3. Pricing
The table below summarizes our pricing for the services outlined in this SOW.

Description Hourly Rate  Estimated Total
Firewall configuration and rule set migration and

implementation; Install and configure Cisco Advanced
Intrusion Prevention Service Module; Configure and $180 $7,200-38,640
test Active/Standby configuration (40-48 hrs)

Total $7,200-38,640

4. Billing and Payment

= Hours will be billed on a time and materials basis with invoices being generated monthly.
= Payment terms are 30 days from the invoice date.

In Witness Whereof, the parties hereto have caused this Statement of Work to be executed by their duly
authorized representatives.
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SWC Technolog%Partners
1420 Kensington Rd.

Suite 110

Oak Brook, Illinois 60523
United States

http: //www.swc.com
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i Date '
: Oct 5, 2009 9:31 AM CDT !

i Doc #
W 536432 -rev1ofl
B Description
i Cisco ASA Firewall

i SalesRep
¥ Dennison, Debbi (P) 630-286-8131 (F)
il 630-572-0390

i Customer Contact

Bl Johnson, Norm
§ (P) 708-403-6210

88 njohnson@orland-park.il,us

Customer Bill To Ship To

Village of Orland Park (V07443)
14700 Ravinia Avenue

Orland Park, Ilinois 60462

(P) 708-403-6210

Village of Orland Park
Johnson, Norm

14700 Ravinia Avenue
Orland Park, Illinois 60462
(P) 708-403-6210

Village of Orland Park
Johnson, Norm

14700 Ravinia Avenue
Orland Park, Illinois 60462
{P) 708-403-6210

Customer PO: Terms: Ship Via:

None Net 30 Days FedEx Ground
Special Instructions: Carrier Account ¥#:
None None

Tterts Description
Cisco ASA 55

IPS Solution Bundie
1 Security appliance - 1/ 1 - EN, Fast EN, Gigabit EN = 1U = rack-mountable - with Cisco Advanced Inspection
and Prevention Security Services Module 1

(ATP-SSM-10)

Cisco ASA 5500 Series SSL VPN license
License - 10 users

1 No

Qty Tax Unit Price

2 No $3,640.00 $7,280.00

$825.00 $825.00

Clsco Garvices for Intrusion Prevention systems Advance Replacement 2 No $1,272.78 $2,545.56
» L v L

3 Extended service agreement - replacement ( for appliance with SSM-AIP-10 ) - 1 year - 8x5 - NBD

Subtotal: $10,650.56
Tax (0.000%): $0.00
Shipping: $40.00

Total: $10,690.56

All prices are subject to change without notice. Supply subject to availability.
Shipping costs are estimates and could vary.



