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ThinkGard About Us

* Founded in 2013
* Data Protection Only

* Disaster Recovery .

* Cyber Security as a Service

e Based in Birmingham, AL

Sellain) [] A e Clients in 16 States
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* Public Sector Focus

Primary Product = Restful Nights and Warm Fuzzy Feelings



ThinkGard

Hardware Software Services




ThinkGard IT Department Responsibilities / Priorities
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ThinkGard Recovery Scenarios — Single Server Failure

<€— Failure of a Single Server or VM

Server Class Backup Appliance

Image Based Backups

Up to Every 5 Mins e E o e

Failed Server can be booted as a Virtual
Machine from the backup appliance
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All Servers Virtualized in the Cloud

West Coast
Datacenter (UT)

East Coast
Datacenter (PA)
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Flat-rate monthly billing that includes:

» Daily ongoing management of backups,
offsite sync and virtualization testing
screenshots

» Development and maintenance of the
Technology Disaster Recovery Plan ‘

» Annual testing of critical servers locally and
in the cloud based on the DR Plan
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Current Status

 Ransomware is as much of a problem if not more
than ever

* Encryption and Exfiltration are Rampant %Wy
Business Continuity strategy is key & 0 ~
Our System is Protected

* NS
* Linux device not connected to Active Directory 4—*

* Multifactor Authentication Required —
* No Local Login

* No Open Shares

e Offsite Replication Has Safeguards




Questions
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